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NO.1 The LiveUpdate Download Schedule is set to the default on the Symantec Endpoint Protection
Manager (SEPM).
How many content revisions must the SEPM keep to ensure clients that check in to the SEPM every
10 days receive delta content packages instead of full content packages?
A. 60
B. 10
C. 30
D. 20
Answer: C
Explanation
References:
https://support.symantec.com/en_US/article.TECH94916.html
https://support.symantec.com/en_US/article.TECH131528.html

NO.2 An organization deployed a client install package with incorrect group settings to a set of
endpoints.
How can the organization ensure the client is NOT automatically added to the incorrect group upon
check-in?
A. Enable Block New Clients in the Group properties.
B. Add a new subgroup under the incorrect group.
C. Run the Move Clients utility.
D. Create a Location that will move the clients automatically to the correct group.
Answer: C

NO.3 Which two Symantec Endpoint Protection components are used to distribute content updates?
(Select two.)
A. Shared Insight Cache Server
B. Group Update Provider (GUP)
C. Symantec Insight Database
D. Symantec Protection Center
E. Symantec Endpoint Protection Manager
Answer: B,E

NO.4 A company receives a high number of reports from users that files being downloaded from
internal web servers are blocked. The Symantec Endpoint Protection administrator verifies that the
Automatically trust any file downloaded from an intranet website option is enabled.
Which configuration can cause Insight to block the files being downloaded from the internal web
servers?
A. Local intranet zone is configured incorrectly on the Mac clients browser settings.
B. Intrusion prevention is disabled.
C. Local intranet zone is configured incorrectly on the Windows clients browser settings.
D. Virus and Spyware definitions are out of date.
Answer: C
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NO.5 An administrator plans to implement a multi-site Symantec Endpoint Protection (SEP)
deployment. The administrator needs to determine whether replication is viable without needing to
make network firewall changes or change defaults in SEP.
Which port should the administrator verify is open on the path of communication between the two
proposed sites?
A. 8443
B. 1433
C. 8014
D. 2967
Answer: A

NO.6 Which action does SONAR take before convicting a process?
A. Restarts the system
B. Blocks suspicious behavior
C. Quarantines the process
D. Checks the reputation of the process
Answer: D

NO.7 A large software company runs a small engineering department that is remotely located over a
slow WAN connection.
Which option should the company use to install an exported Symantec Endpoint Protection (SEP)
package to the remote site using the smallest amount of network bandwidth?
A. a SEP package using Basic content
B. a SEP package using the Install Packages tab
C. a SEP package using a policy defined Single Group Update Provider (GUP)
D. a SEP package using a policy defined Multiple Group Update Provider (GUP) list
Answer: A

NO.8 Which task should an administrator perform to troubleshoot operation of the Symantec
Endpoint Protection embedded database?
A. Check the database transaction logs in X:\Program Files\Microsoft SQL server
B. Check whether the MSSQLSERVER service is running
C. Verify the sqlserver.exe service is running on port 1433
D. Verify that dbsrv11.exe is listening on port 2638
Answer: D
Explanation
References: https://support.symantec.com/en_US/article.TECH160964.html

NO.9 Which two items should an administrator enter in the License Activation Wizard to activate a
license? (Select two.)
A. Symantec License file
B. password for the Symantec Licensing Site
C. serial number
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D. credit card number
E. purchase order number
Answer: A,C

NO.10 Which ports on the company firewall must an administrator open to avoid problems when
connecting to Symantec Public LiveUpdate servers?
A. 25, 80, and 2967
B. 21, 443, and 2967
C. 2967, 8014, and 8443
D. 21, 80, and 443
Answer: D
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